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02 · Cloud and API supplier due diligence
Use the actual product, tenancy and purchased plan. Record answers as verified, supplier assertion, unknown or not applicable with reasons. A questionnaire answer does not amend a contract.
Organisation [complete]    Record ID/version [complete]    Owner [complete]    Date [complete]
Identity and service
Record supplier legal entity, order form, service, model, plan, account/tenant ID, regions, contact and replacement owner. Preserve dated terms, policies and the executed version where available. Record authority and budget to buy.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Data paths and roles
List prompts, files, embeddings, outputs, labels, weights, experiment logs, telemetry, support and backups separately. For each record entity, purpose, location, retention and access. Identify supplier own purposes and human review. Record direct and onward recipients and evidence.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Location and transfers
Identify who discloses what to whom and where. Separate employees within one legal entity from access by another organisation. Determine restricted-transfer rules for each relevant regime, applicable adequacy/safeguard, assessment and supplementary measures. Include disaster recovery, onward access and government-access terms.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Data reuse and confidentiality
Ask whether inputs, outputs, file stores, embeddings or fine-tunes are used for training, evaluation, abuse review or other customers. Record exact clauses, plan-level settings, exceptions, retention and evidence. State the approved purpose and consequence of a changed term. Screen professional secrecy and client restrictions.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Security and evidence
Assess the division of responsibility for identity, least privilege, configuration, encryption and key access, isolation, secrets, secure updates and incident response. Obtain assurance relevant to the exact service and region. A certification logo does not demonstrate that your own configuration is safe.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Reliability and cost
Specify workload, rate, token/file and spend caps, support escalation, model retirement notice, unavailability behaviour and a tested manual route. Identify whether backup/alternative supply involves a new recipient or transfer. Record service credits separately from the ability to operate safely.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Rights, assistance and exit
Record input/output/model rights, sublicensing, claim handling, model changes, rights-request support, DPIA/security assistance, audit evidence, incident handover and executable export/deletion. Record which obligations are binding, proposed or absent.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Accept or hold
List gaps, negotiation references, security tests and an owner/date for each. Identify any non-negotiable prerequisite. Document how the business will operate if the supplier declines. Approve only the named scope and configuration.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Completion and review
Prepared by [name/role/date]    Checked by [name/competence/date]
Decision / open points [complete]    Next action and owner [complete]    Review trigger/date [complete]
CLOUD · ICO28 · TRANSFER · NCSC · GDPR · OWASPAPI
UK and EU · 4 November 2026 · Complete the scoped facts before use




