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API integration and retrieval security acceptance
Editable working draft · Company decision record
04 · API integration and retrieval security acceptance
Engineering acceptance record for the assembled application. Use fictional fixtures and a private test environment. No external target is authorised by this form.
Organisation [complete]    Record ID/version [complete]    Owner [complete]    Date [complete]
System boundary
Draw client, server, queue, model API, document store, retrieval index, actions, callbacks, telemetry and backup. Record system/version, tenant boundary, each identity, privilege and trust boundary. Mark prohibited data flows.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


API and secret controls
Store provider secrets outside client code and logs. Scope keys by environment/workload. Record rotation, revocation, authentication and authorisation at each object/action. Configure TLS, output validation, safe rendering and necessary audit events with redaction.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Agent and action controls
List every tool, destination and parameter the AI may request. Enforce permission outside the model. Require appropriate approval for sensitive action, rate/spend/time/file caps, duplicate/replay control, allowlisted destinations and safe failure. Record how the person can inspect, refuse and cancel.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Retrieval and deletion
Record source owners/permissions, ingestion exclusions, filtering before retrieval, customer separation, snippet/citation handling and cache/index refresh. Test expired permission, removed user, deleted source and hidden document instructions. Include titles and metadata in the exposure review.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Minimum practical checks
With invented markers, try customer B object IDs as A, an unauthenticated download, a prohibited outbound destination, a duplicate transaction, revoked key, unavailable vendor and malicious document instruction. Record one row per check with expected result, actual result and evidence.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Result and release limit
List critical defects, owner, repair version and retest result. Record accepted residual risk and why, human/manual route, approved scope and conditions. Block release for uncontained unauthorised access or action. Performance or a model safety score cannot replace these checks.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Completion and review
Prepared by [name/role/date]    Checked by [name/competence/date]
Decision / open points [complete]    Next action and owner [complete]    Review trigger/date [complete]
GDPR · CLOUD · NCSC · OWASPAPI
UK and EU · 4 November 2026 · Complete the scoped facts before use




