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05 · Red-team authorisation and rules of engagement
Proposed engagement record. Testing may start only after parties with actual authority over each target have accepted the scope and necessary provider permissions are recorded. It does not bind a third party.
Organisation [complete]    Record ID/version [complete]    Owner [complete]    Date [complete]
Parties and authority
Identify client legal entity, asset owner, testing organisation, named testers, engagement lead and emergency deputies. State each signatory’s authority over the specified access/actions. List provider terms and separate written permissions needed for hosted services, third-party models or infrastructure.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


In-scope assets
List exact domains, IP ranges, applications, versions, tenants, test accounts, APIs, retrieval stores and endpoints. Record the environment, time window with time zone, permitted source addresses and tester identities. Mark all unspecified targets excluded.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Permitted and excluded activity
List permitted techniques and limits. Unless expressly authorised, exclude production/customer records, other tenants, social engineering, denial of service, persistence, destructive changes, live malware, credential theft, uncontrolled exfiltration and attacks on provider infrastructure. Use fabricated canary markers and fake credentials.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Actions and limits
Disable real payments, customer email, account deletion and physical actions in the sandbox. Set request, concurrency, duration, resource/spend and egress limits. Name the monitor, stop phrase and means to revoke accounts. Agree restoration and resumption authority.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Unexpected exposure and incidents
Stop the affected test immediately if real personal data, secrets, unintended recipients or service disruption are encountered. Preserve only necessary restricted evidence, alert the incident contact without undue delay and follow the controller/processor notification route as applicable. Record known facts; an engagement contract cannot excuse a statutory reporting duty.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Evidence and deliverable
Agree encrypted storage, authorised access, safe transfer, retention/return or deletion, disclosure restrictions and coordinated vulnerability handling. Report scenario, exact build, impact, minimal reproduction, observed evidence, severity, owner, fix and retest. Avoid copying unnecessary personal data into reports.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Acceptance and changes
Record agreed terms, confidentiality, liability/insurance, subcontractors, governing law and dispute route through the parties’ contract or reviewed engagement terms. Record signatures/date and provider permissions. Material changes require a fresh accepted scope. After completion revoke tester access and confirm controlled retention.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Completion and review
Prepared by [name/role/date]    Checked by [name/competence/date]
Decision / open points [complete]    Next action and owner [complete]    Review trigger/date [complete]
Accepted scope / agreement reference [complete]    Authorised signatures and dates [complete]
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