TOTO-REX  /  AI PROFESSIONAL TRAINING
Operations, change and breach response record
Editable working draft · Company decision record
08 · Operations, change and breach response record
Use for material change, harmful output or suspected security event. Keep personal evidence in restricted storage and share references rather than copies.
Organisation [complete]    Record ID/version [complete]    Owner [complete]    Date [complete]
Owner and service limits
Record service/version, approved purpose, duty lead/deputy, restricted incident channel, customer-controller contacts, privacy/security leads, specialist contacts and authority to disable. Test out-of-hours cover.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Monitoring and changes
Choose proportionate sample, harm/complaint/override measures, thresholds and review frequency. Record model/supplier/configuration changes, drift, false escalations, missed urgent cases and actions. Collect necessary evidence with access and retention limits. Open a reapproval decision for a material change.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Alert and containment
Record incident ID, first alert/time/zone, observations, affected service, actions, model and config version. Disable the relevant action/connector, revoke exposed credentials safely, preserve necessary logs and use a safe manual route. Separate confirmed facts, assumptions and unknowns.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Awareness and roles
For each organisation record when there was reasonable certainty personal data were compromised and supporting facts. Consider destruction, loss, alteration, disclosure/access and loss of availability. State controller or processor for each affected purpose, affected people/countries and relevant authority.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Notifications and decisions
A processor notifies the affected controller without undue delay from awareness; record actual handover and acknowledgement. A controller reports to the competent regulator unless risk to rights and freedoms is unlikely, without undue delay and where feasible within 72 elapsed hours of awareness. Record reasons and updates, including reasons for delay. Likely high risk triggers communication to people without undue delay, subject to Article 34 exceptions. Use safe, accessible channels.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Report and parallel clocks
Record nature, approximate people/record categories and counts, contact, likely consequences, measures and further update. Separate UK and EU routes; a non-established EU controller may need multiple national reports. Check actual customer/insurer, professional, NIS2/national cyber or DORA routes if in scope. Record all confirmed personal data breaches and reasons for reporting decisions.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Recovery and closure
Record repair/retest, approved restore, deletion/restriction replay, residual risk owner and controlled resumption. Track regulator, controller and person updates, retention of evidence, lessons, DPIA changes and the next rehearsal. No need to await a completed investigation before a required initial report.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Completion and review
Prepared by [name/role/date]    Checked by [name/competence/date]
Decision / open points [complete]    Next action and owner [complete]    Review trigger/date [complete]
GDPR · UKGDPR · EDPBBREACH · ICOBREACH · NCSC
UK and EU · 4 November 2026 · Complete the scoped facts before use




