TOTO-REX  /  AI PROFESSIONAL TRAINING
Backup, recovery and exit plan
Editable working draft · Company decision record
09 · Backup, recovery and exit plan
Use before material supplier dependence and again before migration, sale or shutdown. Record actual obligations and technical constraints.
Organisation [complete]    Record ID/version [complete]    Owner [complete]    Date [complete]
Asset and duty inventory
List source records, prompts, outputs, indexes, embeddings, weights, adapters, logs, credentials, supplier and backup copies with owners. State customer commitments, legal/professional retention, lawful holds, rights and contracts relevant to each.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Recovery design
Record consequences of outage and acceptable data loss and recovery time as business requirements. Configure versioning, restricted access and a separate security boundary or immutable/offline copy proportionate to risk. Document regions, encryption/key access and who may restore. A cloud sync folder alone may replicate a compromise or deletion.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Restore exercise
Select a fictional sample, an intentionally deleted record and a revoked user. Restore in isolation. Test integrity, necessary functionality, permissions, access revocations and replay of deletion/restriction events before reconnecting. Record expected and observed result, time achieved and defects.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Portability and suppliers
Test a machine-readable export with context needed for use. Record format/schema, licences, keys and credentials to rotate, migration assistance, fees, transfer rules and dependencies. Request evidence of return/deletion, including active stores, retention exceptions and backup overwrite timetable.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Sale or funding disclosure
Assess what may be shown to which bidder separately from a later transfer. Minimise/redact personal and confidential records, use time-limited access and keep disclosure logs. Identify controller-change, assignment, novation, consent, change-of-control or regulatory approval issues for the actual transaction.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Shutdown and confirmation
Name a records custodian and contact for later rights requests. Notify affected customers appropriately, fulfil return/deletion and retention duties, revoke keys, remove public endpoints and document supplier confirmation and unresolved copies. Record who reviewed the evidence and the final date.
	Company answer / evidence ID / unresolved action

	[Complete in your private company file]


Completion and review
Prepared by [name/role/date]    Checked by [name/competence/date]
Decision / open points [complete]    Next action and owner [complete]    Review trigger/date [complete]
GDPR · UKGDPR · CLOUD · ICO28 · ICOERASE
UK and EU · 4 November 2026 · Complete the scoped facts before use




