TOTO-REX  /  AI PROFESSIONAL TRAINING
Controller–processor and AI service schedule · draft for negotiation
Editable working draft · Proposed agreement for completion
11 · Controller–processor and AI service schedule · draft for negotiation
Proposed terms only. Complete and reconcile this schedule with the services agreement, applicable law, actual roles and any mandatory transfer instrument. It takes effect only through valid agreement by authorised parties. If the supplier determines its own purpose, assess and document that purpose and role separately; a processor label cannot change the facts.
Organisation [complete]    Record ID/version [complete]    Owner [complete]    Date [complete]
1 · Parties, agreement and priority
The parties are [Customer legal name/address] (Controller) and [Supplier legal name/address] (Processor) for the processing specified in Annex A. This Schedule forms part of [Services Agreement, date/version]. It applies from [effective date] for [duration]. State its scope for EU GDPR and/or UK GDPR. Complete the governing law, notices, authorised signatories and conflict hierarchy. No term may override mandatory law or a mandatory transfer instrument; resolve any liability, audit, order-form and retention conflict before execution.
2 · Instructions and permitted purpose
The Processor shall process the Annex A Personal Data only on the Controller’s documented instructions, including instructions concerning transfers to a third country or international organisation. For processing subject to EU GDPR, an exception applies only where processing is required by Union or Member State law to which the Processor is subject. For processing subject to UK GDPR, an exception applies only where processing is required by UK law. Before such processing, the Processor shall inform the Controller of the legal requirement unless the relevant law prohibits that information on important grounds of public interest. The exception does not remove any applicable transfer requirement. Record the authorised instruction channels and persons. Identify and resolve any conflict affecting processing subject to both regimes before execution.
3 · Personnel and confidentiality
The Processor shall ensure persons authorised to process the Personal Data have committed themselves to confidentiality or are under an appropriate statutory obligation of confidentiality. It shall restrict access to those needing it for the agreed purpose and the measures in Annex B. Record continuing confidentiality, training, joiner/leaver and access-review arrangements.
4 · Security and verified configuration
The Processor shall implement all measures required by Article 32, including the concrete measures completed in Annex B. The parties shall keep those measures under review against the risk and actual service. Material security changes are subject to [agreed notice and review mechanism]. An intended region or no-training setting is not a verified contractual commitment until the actual service, terms and controls are recorded.
5 · Subprocessors
Choose [specific prior written authorisation / general prior written authorisation] and complete Annex C and the associated authorisation process. Under general authorisation the Processor shall inform the Controller of intended additions or replacements in advance so the Controller can object. Complete [notice period, information, objection and resolution route] without removing those rights. Before appointing a subprocessor, impose the same data-protection obligations by binding contract, in particular sufficient guarantees for appropriate technical and organisational measures. The Processor remains fully liable to the Controller for the subprocessor’s performance of those obligations.
6 · Data-subject rights assistance
Taking into account the nature of processing, the Processor shall assist the Controller through appropriate technical and organisational measures, insofar as possible, to respond to requests to exercise rights under Chapter III. Complete [request-routing contact, response time, search/export/correction/deletion capability, secure handover and any fee terms] consistently with statutory duties. The Processor shall not independently expand or decide the Controller’s purposes through a rights response.
7 · Compliance assistance
Taking into account the nature of processing and information available, the Processor shall assist the Controller in compliance with Articles 32–36, including security, breach notification, DPIA and prior consultation. Complete [information, contacts and cooperation procedure]. Record the Controller’s decision responsibilities and any specialist advice separately.
8 · Personal data breach
The Processor shall notify the Controller without undue delay after becoming aware of a personal data breach. Agree the urgent channels and any tighter commercial deadline [insert], with known facts, updates and cooperation. Lack of complete information shall not postpone a required initial notice. The parties shall preserve necessary restricted evidence and coordinate containment. No clause prevents a party meeting its own mandatory notification obligation.
9 · End of processing
At the Controller’s choice the Processor shall delete or return all Personal Data after the end of the processing services and delete existing copies unless retention is required by Union or Member State law to which the Processor is subject for EU-GDPR processing, or by UK law for UK-GDPR processing. Escalate and resolve any conflict before execution. Complete [choice procedure, export format, time, evidence, lawful exception and backup treatment]. The backup arrangement shall state isolation, access limits, overwrite, restoration handling and how deletion/restriction instructions will be reapplied. Identify any technical limitation before execution and agree a compliant solution.
10 · Information, audits and unlawful instructions
The Processor shall make available all information necessary to demonstrate compliance with Article 28 and allow for and contribute to audits, including inspections, by the Controller or an auditor mandated by the Controller. It shall immediately inform the Controller if, in its opinion, an instruction infringes applicable GDPR or other Union, Member State or UK data-protection provisions. Complete [audit evidence, secure arrangements and escalation] without defeating these obligations.
11 · AI reuse and service boundary · proposed additional term
Except for the documented service purpose and explicitly agreed operations listed in Annex D, the Processor shall not use the Controller’s inputs, outputs, files, labels, embeddings, feedback, fine-tunes or derived personal data to train, fine-tune or evaluate a model for itself or another customer, or permit another party to do so. List any narrowly scoped security/abuse monitoring, human review, independent purpose, legal requirement and retention separately. Obtain the correct lawful and contractual route rather than silently treating an exception as processor work.
12 · Models, changes and assistance · proposed additional term
Record model identities and approved changes, support commitments, evidence for the applicable AI Act duties, notice and acceptance of material changes, agreed metrics, safe outage/rollback and export assistance. Record input/output and model licence rights, third-party claims, confidentiality, professional secrecy, change of control and agreed costs under the main agreement. Do not promise copyright or exclusive title in every AI output or include unrestricted supplier IP reuse by default.
Annex A · Processing particulars and Controller duties
Complete subject matter, duration, nature and purpose, personal-data types, data-subject categories and Controller obligations and rights. Include sensitive/criminal-offence fields, data exclusions, approved operations, role per purpose, retention and instructions. Attach precise source/data-flow references, required notices/legal conditions and the instruction authority.
Annex B · Actual technical and organisational measures
Complete tenant/isolation controls, identities/MFA/least privilege, encryption and key access, network/egress controls, secret handling, logging/redaction, retention/purge, secure development, vulnerability handling, backup/recovery tests, incident cover, personnel training and review. Record service/plan/region, implementation evidence and responsibility for each item.
Annex C · Recipients, transfers and subprocessors
List entity, service, location, remote support, activity, data, authorisation, onward recipients and change process. Record whether each route is a restricted transfer, applicable adequacy or agreed safeguard/assessment and supplementary measures. Attach the correct completed transfer instrument where needed. This schedule alone is not an EU SCC, UK IDTA or UK Addendum.
Annex D · AI-specific operations and execution
List permitted retention, abuse/security review, human access, all allowed/prohibited model reuse, weights/adapter ownership/licences, reporting and version-change commitments, assistance, costs and limits. Complete open points and obtain dated authorised signatures for both parties. A change log shall identify later accepted amendments and retained executed versions.
Completion and review
Prepared by [name/role/date]    Checked by [name/competence/date]
Decision / open points [complete]    Next action and owner [complete]    Review trigger/date [complete]
Accepted scope / agreement reference [complete]    Authorised signatures and dates [complete]
GDPR · UKGDPR · ICO28 · TRANSFER
UK and EU · 4 November 2026 · Complete the scoped facts before use




