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The founder’s first AI compliance file
A UK and EU field guide for a team of 1–50
Use the lifecycle chapter for a funding or release decision. Turn to the data cards before importing real records. During an incident, turn straight to “A breach during an AI workflow”. Use the companion workbook for the private company record.
Find your decision
01 · Pre-seed · Define the use — One-page use case and manual alternative
02 · Formation and seed funding — Contributor and rights schedule with signed evidence
03 · Source data and suppliers — Permission matrix and signed supplier decision
04 · Build and prototype — Versioned test results, access map and rollback test
05 · Pilot with real users — Pilot protocol, DPIA decision and stop criteria
06 · Pre-launch · Decide whether to ship — Claims-to-evidence table and dated release decision
07 · Launch and operate — Monitoring log, incident owner and response record
08 · Scale or change the product — Market and change register with fresh approval
09 · Fundraise again, sell or merge — Diligence index, exceptions, consents and closing conditions
10 · Retire or close the business — Decommissioning record, supplier evidence and remaining contact


Founder’s first AI compliance file
UK and EU | Editorial cut-off 4 November 2026 | For teams of 1–50
The first twenty minutes
Choose one activity you can describe with a verb, an input and a consequence. “Draft a reply to a customer’s email for a person to approve” is precise enough to test. “Use AI in customer service” leaves the decision boundary hidden. Put a name against the owner, the person who can disable it and the person who answers complaints. In a one-person company those can be the same person. Arrange a qualified challenge where the consequences or law exceed your expertise.
Trace a single example from collection to deletion. Include attachments, retrieved documents, embedding stores, model providers, output, email, support access, analytics and backups. For every recipient and purpose ask who decides why data are used. A supplier may act on instructions for support and use material for its own purposes elsewhere. Write a separate answer for each purpose.  EU-GDPR · UK-GDPR · ICO-CONTRACT
Record the harm a person might actually suffer, such as losing an interview, an abuser locating them or a missed urgent referral. Compare a manual route. Choose a pass condition and a stop condition before viewing test results. Approval is limited to the version, audience, use and markets named on the decision.
Ten decisions a founder has to make
01 · Would we allow the proposed use?
Founder and product lead write who is affected, whether a result informs or makes a decision, who can overrule it and who bears a mistake. Consider both where the company operates and where outputs are used. For EU deployment, screen prohibited uses before involving people. A proposal to infer staff emotions from biometric data in the workplace needs an Article 5 review, including the narrow medical or safety exception. A friendly product label cannot settle the issue. Keep an alternative such as a voluntary anonymous survey.  EU-SCOPE · EU-PROHIB · EU-AIA-BASE
02 · Can the company promise what it says it owns?
Founder and finance lead trace pre-incorporation code, founder contributions, employee work, contractor assets, datasets, model licences and open-source conditions. A commissioned work can remain the creator’s copyright under UK rules unless agreed otherwise. Check signed transfers or adequate licences, permitted sublicensing, territories and change-of-control terms. List unresolved claims before fundraising. Take local advice for authors based elsewhere. At a financing round check whether a qualifying UK acquisition of control requires national-security clearance, including for certain narrowly defined AI activities.  UK-IP · UK-NSI
03 · What may we bring into the system?
Procurement and the data lead record a separate permission for collection, training, fine-tuning, retrieval, displaying outputs and onward supply. Identify the relevant privacy basis as well as the contractual or IP permission. Inspect the purchased plan’s actual settings, training and support access, subprocessor list, retention, deletion, change notices and testable exit route. For an in-scope controller–processor relationship put Article 28 terms in place. Map overseas remote access and the applicable UK and EU transfer mechanisms separately. Hold real uploads if a necessary permission or safeguard is missing.  EU-GDPR · UK-GDPR · ICO-CONTRACT · ICO-TRANSFER · EU-TRANSFER · EDPB-MODEL
04 · Is the prototype safe enough for a pilot?
Technical lead uses fictional multi-customer data. Seed a distinctive fake marker in customer B’s account and make customer A request it through chat, document search and export. Place a harmless instruction in an attachment to trigger a forbidden email. Access enforcement belongs on the server for every tool call and retrieval. Test deletion from search indexes, secret redaction, outage fallback and the kill switch. Archive build ID, permissions, expected result and actual output. Any cross-customer disclosure or unauthorised action blocks this pilot.  NCSC · EU-GDPR
05 · May real people or records enter the pilot?
Before the first live record, document purpose, role, notice, lawful basis, other conditions, retention, risk and the relevant authority’s DPIA list. Where processing is likely to result in high risk, the controller completes a data protection impact assessment (DPIA) before processing. Consult the authority first if high residual risk cannot be reduced sufficiently. A DPIA does not authorise an otherwise unlawful activity. Seek the DPO’s advice where designated and affected people’s views where appropriate. Limit access, time and users. Test whether a person can understand, challenge and change a result in time.  EU-GDPR · UK-GDPR · ICO-SCREEN · ICO-DPIA · UK-RIGHTS
06 · What exactly can we sell or promise?
Founder signs the release. Marketing ties each objective claim to a dated test on the intended population. Example: “median handling time fell by 40 seconds in 80 English support emails after human checking” states the denominator, task and limit. Claims about another language, diagnosis or autonomous accuracy need their own evidence. Give users the required notices, an accessible route to a person and accurate limits. Verify sector authorisation, safety and accessibility before using medical, employment or finance claims. For EU AI Act Article 50 assess the actor, interaction or output, exception and operative date separately.  UK-ADS · EU-MARK · EU-AIA · UK-MED · EU-MED
07 · How will we know if it is failing?
Operations lead reviews complaints, overrides, urgent misses, wrong-recipient outputs and service outages. Measure by language and reasonably represented group without collecting extra sensitive attributes without justification. Give staff authority to suspend. Keep a functioning manual route and monitor it. Practise one incident when the founder is unavailable. Record rights requests separately and pass them securely to the actual controller if acting on instructions.  EU-GDPR · UK-GDPR · EDPB-ACCESS · ICO-ACCESS · NCSC
08 · Does the previous approval cover the change?
Reopen the decision for a new country, user group, model, data class, supplier reuse term or automatic action. For example, changing a draft refund reply into a payment action requires a transaction limit, separate approval, fraud controls, reconciliation and a rollback procedure. In the EU, check whether a purpose change or substantial modification shifts responsibilities under Article 25. A company releasing a general-purpose model has a different assessment from a company buying an API. Check worker representation and sector rules locally.  EU-SCOPE · EU-ROLE · EU-GPAI · EU-WORKS · EU-AIA
09 · What can a buyer see and acquire?
Deal lead uses three decisions. First, decide what can lawfully be shown to which bidder. Start with aggregates or redacted schedules, time-limited access and an access log. Second, in a share sale check change-of-control clauses, regulatory filings and approvals. Third, in an asset sale check individual assignments, novations, data-controller changes and notices. An NDA protects confidentiality but does not supply a missing privacy basis or permission. Trace a sample asset back to a signed right and a model version back to its data. Put missing consents, rights, remediation owners and closing conditions on the disclosure schedule.  ICO-DEAL · UK-IP · UK-NSI · EU-GDPR
10 · How do we end the service safely?
Operations and legal leads agree customer exports, lawful retention, legal holds, return or deletion duties, a timetable and a contact for later rights requests. Revoke live keys and supplier access. Track prompts, indexes, fine-tunes, backups and vendor copies separately. If immediate backup erasure is infeasible, restrict use, document overwrite and reapply deletions during restoration. Request supplier evidence. Record unresolved copies or limits truthfully. Test a restore with a fictional deleted record.  ICO-ERASE · ICO-CONTRACT · EDPB-MODEL · EU-GDPR
A release exercise for a four-person support company
The founder proposes drafting replies to delivery enquiries. The engineer uses fictional tickets, the support lead sets the escalation rule and a colleague tests the deployed version. Order numbers are permitted in the approved business tenancy. Health attachments, new recipients and automatically issuing refunds are outside the pilot. An agent must inspect the source and approve before sending.
In a fictional pilot, two of twenty urgent tickets are missed. Four of eighty ordinary tickets are unnecessarily escalated. The urgent miss rate is 10% and the unnecessary escalation rate is 5%. The prewritten rule allowed zero missed safety-critical tickets. Hold this release even if the average time saving is attractive. Switch to manual triage, repair the route, retest on a fresh set including accessible-language cases and record who approved the narrower use. These thresholds are company choices.
A first customer later asks to import disability accommodation requests. Treat this as a new data purpose and risk decision. The team may still decline the import after an assessment. One workable design is to keep the accommodation record with trained staff and send the AI only an ordinary delivery instruction. The next sections show how to decide.
UK and EU decision points
UK GDPR and the Data Protection Act 2018 apply according to their own scope. Check UK GDPR Articles 22A–22D for significant solely automated decisions, safeguards and conditions for restricted bases or data. In the EU examine Article 22, including the applicable exception and safeguards, and national employment law. A human signature added to an effectively predetermined decision may provide no meaningful review. Give the reviewer authority, time, source evidence and a tested means to change the outcome.  UK-RIGHTS · UK-DUAA · EU-GDPR · CJEU-SCORE
For EU AI Act classification, record intended purpose, provider or deployer role, territorial scope and Article 5 first. Where relevant, test Article 6 and Annexes I and III, prepare the applicable provider or deployer controls, and check Article 27 for specified deployers. The 2026 amendment sets 2 December 2027 for the specified Chapter III sections 1–3 obligations for Annex III Article 6(2) systems and 2 August 2028 for Annex I Article 6(1) systems, except Article 6(5). Other duties follow separate dates. Recheck the operative text on the actual release date. Staff training should use role-specific examples and test whether operators can recognise a stop condition.  EU-AIA-BASE · EU-AIA · EU-HIGH · EU-LIT · EU-FRIA
For a clinic, distinguish appointment administration from software intended to inform diagnosis or treatment. For hiring, distinguish drafting an advert from scoring applicants and rejecting them. For finance, distinguish summarising public material from personalised advice or credit decisions. Identify the responsible sector specialist, intended use, jurisdiction and permission to operate before trialling the higher-consequence function. UK medical-device routes can differ between Great Britain and Northern Ireland.  UK-MED · EU-MED · EU-HIGH · EU-GDPR
Keep the file useful
Keep a restricted evidence folder with a versioned index. Link evidence IDs from the workbook, limit access by role, log changes and test restoration. Keep live personal data and credentials out of training material. Back up in a separate security boundary and verify user access and deletion rules after restoration. Review when a material change occurs. As an operating choice, a small team can also sample one decision and one complaint each month and run a rehearsed breach and restore each quarter.  NCSC · ICO-ERASE


Which data need extra safeguards?
One record can fit several categories. For each, test the legal route, practical harm and available alternative separately.
01 · Contact details, orders and online identifiers
Names, email addresses, ticket histories and identifiable device or customer IDs can be personal data. A public profile can still identify someone.
What to do. Describe the purpose. Document the Article 6 basis, notice, minimum fields, retention and who can see them. Separate support from any later model training. Inspect logs and exports as well as the prompt.
When to hold. Hold repurposing until the new use, compatibility or basis, notices and rights have been assessed.
  EU-GDPR · UK-GDPR
02 · Face, voice, gait and fingerprints
A photo, recording or signature can be personal data. Specific technical processing of traits for unique identification, such as comparing a voiceprint to authenticate a caller, engages the special-category rule. An ordinary recording used only for transcription requires its own assessment of content and purpose.
What to do. Record whether recognition is necessary, Article 6 basis and Article 9 condition where applicable. Compare a PIN or staffed route. Separate templates from names, tightly limit access, encrypt, test false matches and provide a genuine fallback. Screen for a DPIA and check local biometric rules.
When to hold. Stop biometric enrolment if there is no applicable condition, or if users are offered a supposed consent choice without a genuine alternative. A false match must not automatically expose another person’s account.
  EU-GDPR · ICO-BIO · ICO-SPECIAL · UK-SCHED
03 · Health, genetic data and intimate information
A symptom, mental-health diagnosis, disability-related clinical note, genotype or sexual orientation can trigger Article 9. A model-generated health score or a label used as a sensitive inference can matter even if wrong.
What to do. Document the purpose, Article 6 basis and precise Article 9 condition. Check national conditions, professional secrecy and sector rules. Remove free text where a simple instruction suffices. Separate clinical staff access from product analytics. Verify vendors cannot reuse it beyond the authorised purpose.
When to hold. No live prompts or training while legal conditions, clinical responsibility or residual high risk are unresolved. A general terms-of-service click is insufficient evidence of valid explicit consent.
  EU-GDPR · ICO-SPECIAL · UK-SCHED · EU-SENS · UK-MED
04 · Other Article 9 categories and inferred traits
Data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs or trade-union membership are special categories, as are sex life, sexual orientation, health, genetic data and uniquely identifying biometrics. A name alone need not disclose a belief. Profiling to infer or act on belief warrants a fresh assessment.
What to do. List each trait and intended use separately. Test necessity, proxies, misclassification, unequal treatment and the way a person can correct the record. Check the Member State rules or UK Schedule 1 and the need for an appropriate policy document under particular UK conditions.
When to hold. Pause an audience or risk score built from suspected characteristics until the purpose, lawful route, rights and discrimination risks can be demonstrated.
  EU-GDPR · ICO-SPECIAL · UK-SCHED · EU-SENS
05 · Criminal convictions, offences and allegations
A conviction or applicable allegation in a screening note raises Article 10. A mere payment anomaly does not establish an offence. The UK statute expressly addresses allegations and proceedings.
What to do. Record Article 6 basis and official authority or the applicable domestic or EU-law authorisation with safeguards. Check UK Schedule 1 and any policy-document requirement or the relevant Member State law. Restrict access and give a way to correct a false match.
When to hold. Hold automated blacklisting or sharing allegations with a customer until authority, accuracy, scope and challenge route are established.
  EU-GDPR · UK-SCHED · UK-CRIME
06 · Children and young users
Age or contact details do not alone make a child’s record Article 9 data. Children can face lasting harm from profiling, location disclosure and persuasive design. A service aimed at adults may still be likely to be accessed by children.
What to do. Assess the audience, best interests, age-appropriate notices, high-privacy defaults and safe contact. Minimise location and profiling. For an online service offered directly to a child that relies on consent, check Article 8 and applicable national ages. UK threshold is 13 in that context, subject to the statutory exception. EU default is 16 and national law may lower it to no less than 13. Other legal grounds and safeguarding questions need their own analysis.
When to hold. Hold an age-gated launch if the design still exposes children’s locations. Verify authority and safety before disclosing to a parent, teacher or representative.
  EU-GDPR · ICO-CHILD · UK-CHILD · ICO-CHLAW
07 · Adults at heightened risk, including some older or disabled people
Risk depends on equipment, circumstances, dependence, coercion and the decision. Age, disability or receiving care does not establish incapacity. A communication adjustment can enable a person to decide for themselves.
What to do. Offer phone, text, accessible formats or a named human, as appropriate. Ask what channel is safe and whether help is wanted. Verify a representative’s identity, scope and authority. A shared device can expose an abuse survivor. Screen health information separately. Get local specialist advice if authority or capacity is disputed.
When to hold. Do not infer incapacity from an AI score, or send a sensitive message to a carer merely because they share an address. Escalate an unresolved safeguarding conflict to the designated lead.
  EU-GDPR · ICO-SCREEN · ICO-ACCESS
08 · Workers, applicants and people reliant on a service
Staff may fear punishment for refusing. Recruitment ranking, patient triage, credit decisions and access to essential services may affect livelihoods even when inputs appear routine.
What to do. Consider power imbalance and a realistic route to refuse. Test accessibility, errors and appeal with people who can reverse a result. Check employment, equality, sector and local consultation duties, including works-council rights where applicable.
When to hold. Hold automatic exclusion until the significant-decision rules, role classification, fairness and effective safeguards are resolved.
  EU-GDPR · UK-RIGHTS · EU-HIGH · EU-WORKS
09 · Payment, identity, safety and location information
Bank details, tax IDs, passwords and a shelter address can cause fraud or physical harm even when outside Article 9. A government identifier may have additional national protections.
What to do. Tokenise where possible, exclude passwords, secrets and full identity documents from prompts, and restrict exports. Keep contact preferences and locations separate. Ask if anyone could locate, coerce or impersonate a person using the output.
When to hold. Stop deployment if model logs or support exports expose usable credentials, live locations or a person’s safe address. Revoke exposed credentials securely.
  EU-GDPR · UK-GDPR · NCSC
10 · Confidential, privileged and commercial information
Contracts, unpublished designs, source code, strategy, invention notes and client legal advice can be restricted even without personal data. An identifiable client attachment may put both sets of duties in play.
What to do. Check the client mandate, professional confidentiality, privilege, provider access/reuse, jurisdiction and contractual incident terms. Start with an approved private environment or a redacted fictional extract. For an unpublished invention check disclosure and filing strategy first. Record who authorised sharing and for what.
When to hold. Withhold privileged advice, third-party secrets and unreleased inventions from external tools until the relevant owner and specialist have cleared that use. A promise to delete later cannot undo an unauthorised disclosure.
  SRA-CONF · UK-IP · EU-SECRET · ICO-CONTRACT
11 · Pseudonyms, synthetic records, logs and model artefacts
Removing names can leave a person identifiable from a rare diagnosis combined with a postcode or a lookup table. Embeddings, prompted model outputs and supplier logs can expose source material. A model trained on personal information needs a case-specific anonymity assessment.
What to do. Examine realistic re-identification and extraction paths, who has additional information and how it can be combined. Keep lookup keys separately. Use fully invented practice data and test whether generated samples recreate real people. Include backups and caches on the retention map.
When to hold. Do not describe records or a model as anonymous until the conclusion and attack assumptions are evidenced. Reopen the assessment if access, recipients or available auxiliary data change.
  EU-GDPR · EDPB-MODEL · ICO-ERASE
12 · Overlapping categories in a single attachment
A support email includes a child’s name, their parent’s bank details, an accommodation note and a confidential solicitor’s attachment. A label such as “customer support” conceals all four risks.
What to do. Split the ordinary request from the attachments. Route the accommodation to authorised staff and the legal attachment to a restricted matter folder. Show the drafting assistant only the delivery instruction. Test that full-text search, logs and exports cannot reconstruct the excluded material.
When to hold. If the supplier indexes the full mailbox or transmits metadata that reveals the sensitive matter, block the connector and test a smaller source.
  EU-GDPR · ICO-SPECIAL · ICO-CHILD · SRA-CONF · NCSC


A breach during an AI workflow
UK and EU | Keep this card with your out-of-hours contact list. Use a private copy of the incident workbook for a real event.
Before anything goes wrong
Name the duty lead and deputy, controller contact for each client, security engineer, privacy lead or DPO where appointed, safeguarding contact, insurer and relevant regulator routes. Test the phone tree outside working hours. Pre-authorise one person to disable a connector without waiting for the board. A solo founder can agree out-of-hours cover with a trusted provider under appropriate confidentiality terms. Keep a copy of the contact list available when company systems are down.
1 · Contain and preserve in parallel
The first responder opens an incident ID and records the first alert, source, time zone and what was observed. Take the affected connector, model action or shared link offline. Revoke exposed keys and sessions from a clean account, suspend cross-tenant search and use a manual fallback. Ask recipients and vendors to restrict further use, preserve necessary evidence and confirm containment. Use a safe device and approved channel. Keep exact actions, timestamps, model version and access logs under restricted access. Avoid spreading the exposed records in chat, consumer AI or an open issue tracker.  NCSC · EDPB-EX
2 · Establish what happened to people’s data
A security breach can result in destruction, loss, alteration, unauthorised disclosure or access to personal data. Check confidentiality, integrity and availability. An invented AI answer alone does not show a security breach. A ransomware outage blocking a clinician’s access to time-critical records can affect people even if nobody copied the files. A leak of source code containing no personal data still goes through the contractual, security or sector incident route. Reassess if logs later identify people or records.  EU-GDPR · UK-GDPR · ICO-BGUIDE · EDPB-EX
Separate a suspicion from the point when the organisation has a reasonable degree of certainty that a security incident compromised personal data. Investigate immediately. Log what was known at each point, the awareness timestamp and why. Escalating an already-known breach to the director on Monday does not restart the clock. Track the processor’s and controller’s own awareness separately.  EDPB-BREACH · ICO-BGUIDE
3 · Identify your role for the affected purpose
A processor informs the controller without undue delay after becoming aware. Send the known facts through the agreed urgent route, even while scope and harm are being assessed. A shorter contractual deadline may apply. A subprocessor alerts its customer promptly through the agreed chain. Determine roles using the real activity. One business may be a processor for a customer inbox and a controller for its own employee records. Open separate notification decisions if both are affected. Record the handover, acknowledgement and updates.  EU-GDPR · UK-GDPR · EDPB-BREACH · ICO-CONTRACT
4 · Decide on two different notification thresholds
The controller assesses likelihood and severity for the affected people. Consider identifiability, sensitivity, who could access the information, actual protection, duration, ability to withdraw access, dependency, physical safety, financial loss and reputational or discriminatory consequences. A single exposed shelter address may outweigh thousands of innocuous entries. “We have seen no misuse” needs supporting facts and does not resolve the assessment.  EDPB-BREACH · ICO-BGUIDE
Regulator. Notify the competent authority without undue delay and, where feasible, within 72 hours after awareness, unless the breach is unlikely to pose a risk to individuals’ rights and freedoms. Count elapsed hours, including weekends and holidays. Report what you know, explain any delay beyond 72 hours and supply the rest in stages without undue further delay. Record every confirmed personal data breach, its effects, remedial action and the reasons for each reporting decision, including a decision against notification.  EU-GDPR · UK-GDPR · EDPB-BREACH · ICO-REPORT
People. If the breach is likely to result in a high risk to people’s rights and freedoms, communicate directly in clear language without undue delay. Assess Article 34(3) exceptions on evidence: effective protections actually applied to the affected data and making them unintelligible to outsiders, later measures ensuring the high risk is no longer likely, or disproportionate effort requiring an equally effective public or similar communication. Encryption at rest offers little comfort if a logged-in intruder saw readable records. Consider immediate protective advice while investigating and keep the communication decision under review.  EU-GDPR · UK-GDPR · ICO-BGUIDE
5 · Use the correct reporting door
UK. Use the ICO’s UK GDPR reporting route. Record submission time, reference and follow-up owner. Confirm the right route if a sector-specific regime applies.  ICO-REPORT · ICO-ROUTES
EU. Use the EDPB directory to reach the competent national authority’s form. For qualifying cross-border processing with an EEA main establishment, identify the competent lead authority. For a non-established controller within GDPR Article 3(2), the one-stop shop is unavailable. Notify each competent authority in the Member States where affected people reside when the reporting threshold is met. An EU representative alone does not create a main establishment. If both UK and EU regimes apply, assess and record each route. Check reporting language, local time representation and receipt.  EDPB-DOORS · EDPB-BREACH · EU-GDPR
Parallel duties. Ask the regulated activity owner about separate customer, insurer, professional, sector and cyber-reporting obligations. For entities within the relevant national NIS2 rules or the EU financial-sector regime DORA, check the applicable incident definition and reporting route immediately. These clocks and recipients can differ. Any police or insurer contact is separate from the data-protection decision.  ICO-ROUTES · EU-NIS2 · EU-DORA
6 · Send the first message
Processor to customer. “At [time and zone] we became aware of [confirmed event] affecting [service and tenant]. Known categories and estimated counts are [details or under investigation]. We have [containment]. Our secure incident contact is [contact]. Next update [time]. We will send new material facts promptly.” Record when the controller received it.  EDPB-BREACH
Controller to authority. Record the nature of the breach, where possible categories and approximate numbers of affected people and of records, DPO or other contact, likely consequences, measures in place or planned and mitigation. Separate verified facts from estimates. Include awareness time, reasons for any delay and an owner and time for the next update. Use the authority’s form.  EU-GDPR · ICO-REPORT · EDPB-BREACH
Controller to person. “On [date], [what happened in plain words]. This involved your [categories]. You may face [specific consequence]. We have [measures]. You can [practical steps]. Contact [trusted number or known channel] if you need help or an accessible format. Our next update is [date].” Tailor advice to the harm. For a compromised password, offer reset and session revocation. For a location exposure, agree a safe channel first. Never send a group email revealing other affected people. Verify a representative’s authority and safety before contacting them.  ICO-BGUIDE · EDPB-BREACH
7 · Restore, prove the fix and close
Test the repair in an isolated environment. Verify tenant separation, identifiers, caches, indexes, outputs and support consoles. Restore a known-good backup and reapply subsequent deletion or restriction records before reconnecting. Use a controlled release, name the person accepting residual risk and set monitoring thresholds. Close only after follow-ups and regulator or customer requests have owners and dates. Restrict the incident evidence, record its retention basis, update the DPIA and rehearse the original failure.  NCSC · EDPB-EX · ICO-ERASE
Twenty-minute tabletop · the weekend shift
All facts and dates below are fictional. Friday 6 November 2026, 16.45 UTC: a customer reports seeing an unexpected document title. At 17.10 the UK service operator confirms the retrieval tool displayed another tenant’s identifiable patient notes. It disables the connector and retains restricted logs. It processes these notes on both clinics’ instructions and alerts the affected controllers without undue delay, at 17.15. The example assumes the clinics first receive sufficiently clear information at 17.15. Each checks its own role and timestamp.
One controller finds a child’s identifiable diagnosis and home address were viewed by an unrelated recipient. The recipient’s ability to copy them is unknown. On these facts the team treats this as likely high risk. It urgently assesses the safest way to reach the child or authorised representative, sends protective information and files the applicable initial regulatory report on Friday. If a controller instead became aware at 17.15 UTC Friday, the 72-hour point would be Monday 9 November at 17.15 UTC. This is an outer reference where feasible, never a reason to wait. The operator keeps the customer updated, and authorises service resumption only after demonstrating isolation in both directions.  EDPB-BREACH · ICO-BGUIDE
Counterexample. A properly encrypted device is lost. Evidence supports that the key remained separate and uncompromised, data are available from backup, and no other material harm is likely. The controller may conclude notification is unnecessary. Record the evidence and reopen if the key was also accessible. A reassurance that the laptop was password-protected is insufficient for that conclusion.  EDPB-EX · EDPB-BREACH
Drill scoring
A colleague should be able to locate the regulator form and phone tree, identify whose awareness starts which clock, draft the first partial report, decide whether to contact people, explain an urgent safe-contact choice and demonstrate a clean restore. Record one real improvement, responsible person and due date. The exercise time and pass criteria are operating choices.


Official sources
CJEU-SCORE · Court of Justice of the EU. C-634/21, SCHUFA Holding  Credit score with determining influence in the facts before the Court.
EDPB-ACCESS · European Data Protection Board. Guidelines 01/2022 v2.1, especially paragraphs 158–166  EU access, qualification of timing and search. National exceptions can matter.
EDPB-BREACH · European Data Protection Board. Guidelines 9/2022 v2.0, awareness, roles, risk and non-EEA establishment  Interpretation of GDPR Articles 33–34 and cross-border notification.
EDPB-DOORS · European Data Protection Board and national authorities. How to notify a data breach to your DPA  Country-specific regulator forms and reporting languages. Submit to the competent authority.
EDPB-EX · European Data Protection Board. Guidelines 01/2021 on examples regarding personal data breach notification  Examples for ransomware, loss, mitigation and separate risk assessments.
EDPB-MODEL · European Data Protection Board. 28/2024, anonymity and legitimate interests  Model assessment is case-specific. Consider extraction and query risks.
EU-AIA · EU legislature. Regulation 2026/1744, Article 1(5), (39)–(40) and amended Articles 111 and 113  Use the operative amendment for literacy and scoped phase-ins. Consult the final text for the particular use.
EU-AIA-BASE · EU legislature. Regulation (EU) 2024/1689, especially Articles 2, 4–6, 25–27, 50  Read with Regulation 2026/1744 for the amended text and commencement.
EU-DORA · EU legislature. Regulation 2022/2554, especially Articles 2 and 17–19  Financial-sector ICT incident route, subject to covered entity, classification and related standards.
EU-FRIA · European Commission AI Act Service Desk. AI Act Article 27  Specified deployers and activities, notification and relationship with a DPIA.
EU-GDPR · EU legislature. Articles 3–10, 12, 15–22, 25, 28 and 32–36, 44–49, recitals 26 and 51  EU processing, rights, impact assessment, breaches and transfers. Indexed official text and article extracts. Check local implementation and exemptions.
EU-GPAI · European Commission. Obligations for providers of general-purpose AI models  Model-provider roles and obligations require a separate assessment.
EU-HIGH · European Commission AI Act Service Desk. AI Act Article 6 and Annex III  Classification, narrow exceptions and profiling. Check current law and intended purpose.
EU-LIT · European Commission. AI literacy questions and answers  Interprets the literacy obligation. Training design remains context-specific.
EU-MARK · European Commission AI Act Service Desk. AI Act Article 50  Separate provider and deployer obligations. Read with transition and exceptions.
EU-MED · EU legislature. Regulation 2017/745, Article 2 and Annex VIII Rule 11  For qualifying medical device software. Check current consolidated text and classification rules.
EU-NIS2 · EU legislature. Directive 2022/2555, Articles 2–3 and 23  Check national implementation, entity scope, significant incident and applicable clock.
EU-PROHIB · European Commission. Navigating the AI Act, prohibitions  An overview. Exceptions and operative dates require the underlying regulation.
EU-ROLE · European Commission AI Act Service Desk. Article 25, responsibilities along the AI value chain  Check the specific high-risk fact pattern before attributing provider status to a customer.
EU-SCOPE · European Commission AI Act Service Desk. AI Act Article 2  Territorial scope. Cross-check operative legislation.
EU-SECRET · EU legislature. Directive 2016/943, Articles 2–4  Trade secrets, reasonable steps and unlawful use or disclosure. Read national implementation.
EU-SENS · European Commission. Legal grounds and additional conditions for special categories  Read with EU GDPR Articles 6, 9 and relevant Member State law.
EU-TRANSFER · European Commission. Standard contractual clauses  Check correct module, scope, onward access, local laws and supplementary measures.
EU-WORKS · Germany, Federal Ministry of Justice. BetrVG section 87(1)(6)  German works council co-determination under the applicable conditions.
ICO-ACCESS · UK Information Commissioner. Responding to a subject access request  UK timing and scope. Keep the date calculation with the file.
ICO-BGUIDE · UK Information Commissioner. Personal data breaches, a guide  UK awareness, reporting, records, people and sector exceptions.
ICO-BIO · UK Information Commissioner. How do we process biometric data lawfully?  Recognition, specific lawful basis, special-category condition and safeguards.
ICO-CHILD · UK Information Commissioner. Age appropriate design code for online services  Best interests, data minimisation and default settings for in-scope services.
ICO-CHLAW · UK Information Commissioner. How do the lawful bases apply to children’s information?  The online consent threshold is purpose-specific.
ICO-CONTRACT · UK Information Commissioner. Processor contract content  Check actual roles, subprocessing, audit and exit.
ICO-DEAL · UK Information Commissioner. Data sharing code, due diligence  UK merger, acquisition and organisational changes involving personal information.
ICO-DPIA · UK Information Commissioner. How do we do a DPIA?, steps 1–7  Practical UK method, consultation and residual risk. Recheck updates.
ICO-ERASE · UK Information Commissioner. Right to erasure, backups and exceptions  Distinguish inaccessible backup data and routine use, and check retention exceptions.
ICO-REPORT · UK Information Commissioner. Report a UK GDPR personal data breach  Official start page for organisations, including the current reporting form.
ICO-ROUTES · UK Information Commissioner. Report a breach, scheme selector  Select applicable UK reporting regime for the service.
ICO-SCREEN · UK Information Commissioner. When do we need to do a DPIA?  UK trigger/list criteria. Guidance carries a DUAA review notice.
ICO-SPECIAL · UK Information Commissioner. What is special category data?, including inferences  Technical processing, purpose, inferred characteristics and separate criminal-offence rules.
ICO-TRANSFER · UK Information Commissioner. Completing a transfer risk assessment  UK data protection test. Assess the specific overseas access.
NCSC · UK National Cyber Security Centre. Secure AI system development lifecycle  Security design, development, deployment and operation. Apply to the actual system.
SRA-CONF · Solicitors Regulation Authority. Confidentiality of client information  England and Wales regulated practice. Check relevant profession and jurisdiction elsewhere.
UK-ADS · Committee of Advertising Practice. Non-broadcast code, section 3, especially rule 3.7  UK scope. Hold documentary support for objective claims before publication.
UK-CHILD · UK Parliament. DPA 2018 section 9  Child consent for direct information society services and exception for preventive or counselling services.
UK-CRIME · UK Parliament. DPA 2018 section 11, including allegations and proceedings  Read with UK GDPR Article 10, section 10 and Schedule 1.
UK-DUAA · UK Parliament. Sections 76, 78 and 80  Read with commencement and savings. The search and timing changes have different dates.
UK-GDPR · UK legislation. Chapter IV, especially Articles 28 and 32–36  UK-specific point-in-time text checked against ICO guidance. Selected provisions.
UK-IP · UK Intellectual Property Office. Ownership of copyright works, employment and commissioning  Use for UK chain of title. National laws and the actual agreement matter.
UK-MED · MHRA. Software and AI as a medical device, intended use  Screen intended clinical purpose and applicable territorial route.
UK-NSI · UK Cabinet Office. Notifiable acquisitions and defined AI activities  Check target activities, control thresholds, sector definitions and clearance before completion.
UK-RIGHTS · UK legislation. Chapter III, Articles 12A, 15 and 22A–22D  UK rights, deadlines and significant decisions. Selected official text, including indexed passages.
UK-SCHED · UK Parliament. DPA 2018 Schedule 1, parts 1–4  Certain UK conditions and appropriate policy document requirements. Read with sections 10–11.
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